
St Margaret’s CE VA Primary
Online Safety Policy for Early Years
The internet and other digital and information technologies are beneficial tools to all children’s learning and we support the children in our care to be made aware of how to use these tools appropriately and safely. All staff working in St Margaret’s Foundation Stage are made fully aware of online-safety and the internet and how to use it safely with the children. This Online-Safety Policy will specify how St Margaret’s Foundation stage will endeavour to ensure all children and staff benefit from the use of the internet and information technology and the precautions that are in place to safeguard them from it.
St Margaret’s Online Safety co-ordinator is: Karen Underwood
· Why is Internet use important?
The internet is part of everyday life and in education, it is important for children to develop this tool in their learning. Many children will use the internet outside of Nursery and Reception and need to learn how to keep safe on the internet.
· How we use the Internet to enhance learning
Internet access is planned to enrich and extend children’s learning activities. The access levels to the internet are reviewed to reflect the curriculum requirements and ages of the pupils. Staff will help guide the children in on-line activities that will support the learning outcomes for their age.
· How pupils will learn to evaluate Internet content
It is unfortunate that children will occasionally be confronted with inappropriate materials, despite all attempts at filtering the internet. The children will be taught what to do if they experience materials that they find inappropriate, distasteful, uncomfortable or threatening. One way in which St Margaret’s Foundation Stage will try and secure the wellbeing of the children is to introduce them to Hector’s World safety button, this is on all computers.(www.thinkuknow.co.uk) Hector is a virtual dolphin that swims in the corner of the screen. If your child is on the internet and something appears that they do not want to see or is an inappropriate image they just click on Hector and a screen saver will come across the screen. This will stay there until an adult accesses the device and deals appropriately with whatever is on the screen.
· Managing Information systems
It is important to review the security of the whole system from user to internet and to ensure that the children and conformation on the internet is secure. The security of the Foundation stage is protected by TRUSTnet. This is a service we purchase, it stops inappropriate websites from opening. All computers have virus protection installed and are updated regularly.
· How e-mail is managed
E-mail is a very useful way to communicate with parents about current activities and events in the Foundation Stage and whole school. Login details are not shared with other members of staff to ensure confidentiality. All e-mails sent to pare are via School Comms or the School email and never from a private/personal e-mail address. Policy Central e-safety software is installed to monitor inappropriate usage.
· How published content will be managed
Permission is obtained from parents in the Foundation Stage stating whether or not photographs of their child can be used on any published site. Photographs are never accompanied by the child’s name and named photos of staff are used with the permission of each member of staff. Personal information about staff is not disclosed apart from their name. All Foundation Stage parents have the e-mail address and telephone number of the school. No member of staff gives out their personal contact details.
· Social networking and personal publishing
Many parents and staff use social networking sites in today’s society. Staff are informed not to use social networking sites to discuss work matters. Every member of staff is asked to secure their networking sites and photographs. Parents must not display any photos taken during St Margaret’s events or trips on a social networking site. All staff have received and signed the Foundation Stage Social Media Protocol and Mobile Phone policies.
· How filtering will be managed
In the case of the children using the internet a member of staff will be present at all times to ensure they are accessing sites of a suitable content. Anything that appears unsuitable or offensive will be brought to the Online-Safety co-ordinator’s attention and if needed the children can access Hector to cover these images. This should not happen with TRUSTnet monitoring and blocking inappropriate sites and links. All sites that the pupils have access to will be age appropriate and relevant to their learning. Policy Central e-safety software is installed to further monitor internet usage. This is checked regularly by the Deputy, who will report any incident to the Head Teacher and Online -Safety Leader.

· How Internet access will be authorised 
Parents are asked to sign our Online -Safety agreement before their child is allowed to use the internet. All staff read and sign the Foundation Stage Online-Safety Policy. All staff will use and view sites before introducing them to the children.
· How Online -Safety will be introduced to pupils.
All children in the Foundation Stage will be introduced to Hector and how he will protect them if something comes on the screen they do not like. An adult will show the children how to use the sites that are appropriate for them. Reception children will also follow an   Online -Safety scheme and receive an Online-Safety lesson each half term.
· How this policy will be discussed with staff
All staff are made aware of St Margaret’s Online-Safety Policy and the importance of this policy. Staff will be made aware that internet usage at school can be monitored and traced to the individual user. Discretion and professional conduct is essential. Staff are to consider who they invite to be their friends on social chat rooms/facebook
· How parents support will be enlisted.
Internet within the children’s homes is increasing rapidly, unless parents are made aware of the dangers, their child may have unrestricted access to the internet. Through parents training opportunities, newsletters and Online -Safety events the Foundation Stage staff will be able to help parents plan/understand appropriate supervised use of the internet at home
· How an Online-Safety compliant will be handled.
Hector (dolphin symbol) is pulled across the screen

Teacher notified

Remove child and other children away from the PC/Ipad

Teacher discusses screen image with child, away from other children
Records details on pupil e-safety incident sheet

Lift the protective screen, with no children present and take notes

Online-Safety co-ordinator notified

Head or Deputy notified

Inform Parents 

Local Authority informed if appropriate
This policy was produced in May 2017. 
It will be revised in May 2018. 
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